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Detailed Action 

1. The request filed July 19, 2005 for a Request for Continued Examination (RCE) 
under 37 CFR 1.114 based on parent Application 09895788 is acceptable and RCE has 
been established. Claims 1-5, 7-8, 10-12, 14-17, 19-21, 23-28, and 30-35 are pending. 
Claims 36-39 have been added. Claims 30 and 32 have been amended. Claims 1-5, 7-8, 
10-12, 14-17, 19-21, 23-28, 30-35 and 36-39 are now presented for examination. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant 
for patent, except that an international application filed under the treaty defined in section 351(a) shall 
have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

3. Claims 1-4, 31-32, 36-37, and 39 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Gambino (Patent No.: US 6,339,796 Bl). 

As per claim 1 and 31, Gambino discloses a method comprising: 

establishing secured communication between a client device and server device; 
wherein communication is secured using, at least in part, synchronized security sequence 
value(s) (col. 3 lines 32-37 and lines 55-59, and col. 7 lines 13-21; data host/first data 
processing system (12) and remote system/second data processing system (16) are 
synchronized using sequence numbers); 
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storing a security sequence value as a resynchronization value (col. 4 lines 24-41; 
periodically storing/refreshing sequence numbers for recovery of system failure and/or 
for resynchronization request), 

detecting at least one event desynchronizing said secured communication (col. 4 
lines 34-37 and claim 1 lines 6-20; de-synchronization/failure of data host is detected); 
and 

requesting resynchronization of security sequence values, comprising sending at 
least a representation of said resynchronization value from said client device to said 
server device (col. 2 lines 33-37, col. 5 lines 1-5, and claim 1 lines 26-29; data host (12) 
sending status request message packet/resynchronization request that includes sequence 
number stored on external device of the data host (12)). 

As per claim 2, Gambino teaches the method, further comprising performing anti-replay 
filtering using said security sequence values (col. 4 lines 54-58; discarding duplicate 
sequence numbers.. . ). 

As per claim 3, Gambino teaches the method, wherein sending at least a representation of 
said resynchronization value includes embedding said resynchronization value in at least 
one header and/or at least one payload of a data packet (col. 4 lines 45-50; a header 
transport/THDR containing sequence number ...). 

As per claims 4 and 32, Gambino teaches the method/medium, wherein said storing a 
client resynchronization value includes periodically refreshing a stored value with a new 
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value at a selected interval from security sequence values already used in a secured 
communication session (col. 4 lines 24-41). 

As per claim 36, Gambino teaches the method, further comprising receiving a response to 
the resynchronization request, the response including the resynchronization value (col. 5 
lines 5-7). 

As per claim 37, Gambino teaches the method, wherein the resynchronization value is 
contained in payload data of the response (col. 5 lines 5-7; replay pocket header/a 
transport header/THDR that includes sequence number of the remote system..,). 

As per claim 39, Gambino teaches the method, further comprising resynchronizing the 
secured communication using the resynchronization value and the second 
resynchronization value (claim 13 lines 47-col. 12 lines 12; the resynchronization value 
sent from data host (12) and resynchronization value replied from remote system is used 
for resynchronization) . 

Claim Rejections - 35 USC § 103 
4. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 5, 7-8, 10-12, 14-17, 19-21, 23-28, 30, 33-35, and 38 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Gambino (Patent No.: US 6,339,796 Bl) in 
view of Johnson et al. (Johnson, Patent No.: US 6,247,059 Bl). 

As per claim 5, Gambino discloses the method comprising: 

establishing secured communication between a client device and server device; 
wherein communication is secured using, at least in part, a plurality of synchronized 
security sequence values (col. 3 lines 32-37 and lines 55-59, and col. 7 lines 13-21; data 
host/first data processing system (12) and remote system/second data processing system 
(16) are synchronized using sequence numbers)', 

receiving a request for resynchronization from the client device, the request 
including at least a representation of a client resynchronization value, the client 
resynchronization value being a stored synchronized security value of the plurality of 
synchronized security sequence values (col. 2 lines 33-46, col. 5 lines 5-7 and col. 4 lines 
24-41; remote device (16) receives the resynchronization request from data host (12), 
wherein the request message includes sequence number/resynchronization value that is 
stored on external memory of data host for resynchronization)] 

acknowledging the client request for resynchronization (col, 2 lines 39-46 and 
claim 1 lines 30-34; acknowledgment response including the remote system 
resynchronization value is sent to data host to reestablish communication), and 

reestablishing secured communication using said client resynchronization value 
and said server resynchronization value (claim 1 lines 35-38, and col. 6 lines 37-46; 
communication is reestablished) . 
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Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the ^synchronization 
request, that includes remote system's ^synchronization value. Gambino does not 
explicitly teach that the replay message including resynchronization value sent from data 
host. 

However Johnson discloses an acknowledging comprising sending the 
representation of resynchronization value and at least a representation of a server 
resynchronization value from said server device to said client device (Johnson col. 2 lines 
18-60; establishing communication and exchanging multicast message between sender 
node and receiver node. The multicast message is structured to include a sequence 
number. When a node fails or sequence number is out of order a resynchronization 
request is sent from receiver node to sender node and the sender node acknowledges by 
sending its new marker/server resynchronization value and the sequence number of the 
last multicast message unacknowledged by the receiving node/negative 
acknowledgment multicast messages, messages receiver node has not received, sent 
from receiver node/resynchronization value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
resynchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
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verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 14, Gambino discloses an apparatus, comprising; 
(a) a security interface to engage in secured communication with at least one network 
node, wherein said security interface and said at least one network node use synchronized 
security sequence values at least in part to authenticate said secured communication (col. 
3 lines 32-37 and lines 55-59, and col. 7 lines 13-21; data host/first data processing 
system (12) and remote system/second data processing system (16) are synchronized 
using sequence numbers)', 

(i) a recorder to store at least one security sequence value (col. 4 lines 24-41; 
periodically storing/refreshing sequence numbers for recovery of system failure and/or 
for ^synchronization request)', 

(ii) a desynchronization detector coupled to said security interface (col. 4 lines 34- 
37 and claim 1 lines 6-20; de-synchronization/failure of data host is detected by detector 
of data host (12)); 

(iii) a resynchronization requester to send the stored security sequence value to at 
least one network node after a desynchronization (col. 2 lines 33-37, col 5 lines 1-5, and 
claim 1 lines 26-29; data host (12) sending status request message 
packet/resynchronization request that includes sequence number stored on external 
device of the data host (12)); and 

(iv) a verifier to receive feedback from said at least one network node (claim 13 
lines 47-col. 12 lines 12); 



Application/Control Number: 09/895,788 Page 8 

Art Unit: 2136 

(b) a security agent coupled to said at least one network node, comprising: 

(i) a request receiver to recognize said stored security sequence value (col. 7 lines 
52-65; remote system, that recognizes the stored sequence values, receives the 
resynchronization request sent from data host (12) and replies to the request for 
resynchronization)', and 

(ii) an acknowledger to send said feedback from said security agent to said 
security interface; said feedback comprising a node security sequence value from said 
network node (col. 2 lines 39-46 and claim 1 lines 30-34; acknowledgment response 
including the remote system resynchronization value is sent to data host to reestablish 
communication from acknowledger remote system). 

Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the resynchronization 
request, that includes remote system's resynchronization value. Gambino does not 
explicitly teach that the replay message including resynchronization value sent from data 
host. 

However Johnson discloses a feedback comprising requester's sequence value 
(Johnson col. 2 lines 18-60; establishing communication and exchanging multicast 
message between sender node and receiver node. The multicast message is structured to 
include a sequence number. When a node fails or sequence number is out of order a 
resynchronization request is sent from receiver node to sender node and the sender node 
acknowledges by sending its new marker/server resynchronization value and the 
sequence number of the last multicast message unacknowledged by the receiving 
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node/negative acknowledgment multicast messages, messages receiver node has not 
received, sent from receiver node/resynchronization value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
resynchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 17, Gambino discloses a computer network security sequence value 
resynchronizer, comprising: 

(a) a sender having at least access to a nonvolatile random access memory (col. 4 
lines 24-41; data host has access to periodically stored sequence numbers for recovery of 
system failure and/or for resynchronization request)] 

(b) said sender to transmit a data packet containing at least in part a stored sender 
resynchronization value from said nonvolatile random access memory over said computer 
network (col. 2 lines 33-37, col. 5 lines 1-5, and claim 1 lines 26-29; data host (12) 
sending status request message packet/resynchronization request that includes sequence 
number stored on external device of the data host (12))\ and 
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(c) an acknowledger connected to said computer network to receive said sender 
resynchronization value from said sender (col. 2 lines 39-46 and claim 1 lines 30-34; 
acknowledger remote system receives requests and returns acknowledgment response 
including the remote system resynchronization value); 

Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the resynchronization 
request, that includes remote system's resynchronization value. Gambino does not 
explicitly teach that the replay message including resynchronization value sent from data 
host. 

However Johnson discloses a said acknowledger returning said sender 
resynchronization value to said sender as security assurance (Johnson col. 2 lines 18-60; 
establishing communication and exchanging multicast message between sender node and 
receiver node. The multicast message is structured to include a sequence number. When 
a node fails or sequence number is out of order a resynchronization request is sent from 
receiver node to sender node and the sender node acknowledges by sending its nen> 
marker/server resynchronization value and the sequence number of the last multicast 
message unacknowledged by the receiving node/negative acknowledgment multicast 
messages, messages receiver node has not received, sent from receiver 
node/resynchronization value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
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^synchronization value of the requester along with ^synchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 20, Gambino disclose a method comprising: 

establishing secured communication between a security interface and a network 
node, said security interface to resynchronize security sequence values between said 
security interface and said network node (col. 3 lines 32-37 and lines 55-59, and col. 7 
lines 13-21 ; data host/first data processing system (12) and remote system/second data 
processing system (16) are synchronized using sequence numbers), 

storing a first resynchronization value selected by said security interface (col. 4 
lines 24-41; periodically storing/refreshing sequence numbers for recovery of system 
failure and/or for resynchronization request)] and 

resynchronizing said security sequence values after a break in said secured 
communication (claim 1 lines 35-38, and col. 6 lines 37-46; communication is 
reestablished), said resynchronizing further comprising: 

sending said first resynchronization value from said security interface to said 
network node (col. 2 lines 33-37, col. 5 lines 1-5, and claim 1 lines 26-29; data host (12) 
sending status request message packet/resynchronization request that includes sequence 
number stored on external device of the data host (12))\ 
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sending said a second resynchronization value from said network node to said 
security interface (col. 2 lines 39-46 and claim 1 lines 30-34; acknowledgment response 
including the remote system resynchronization value is sent to data host to reestablish 
communication)^ and 

reestablishing said secured communication using said first resynchronization 
value and said second resynchronization value (claim 1 lines 35-38, and col. 6 lines 37- 
46; communication is reestablished using the data host resynchronization value sent from 
data host and resynchronization value received from remote system). 

Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the resynchronization 
request, that includes remote system's resynchronization value. Gambino does not 
explicitly teach sending said first resynchronization value from said network node to said 
security interface (the replay message including resynchronization value sent from data 
host). 

However Johnson discloses sending said first resynchronization value from said 
network node to said security interface (Johnson col. 2 lines 18-60; establishing 
communication and exchanging multicast message between sender node and receiver 
node. The multicast message is structured to include a sequence number. When a node 
fails or sequence number is out of order a resynchronization request is sent from receiver 
node to sender node and the sender node acknowledges by sending its new marker/server 
resynchronization value and the sequence number of the last multicast message 
unacknowledged by the receiving node/negative acknowledgment multicast messages, 
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messages receiver node has not received, sent from receiver node/resynchronization 
value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
^synchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 28, Gambino discloses a method, comprising: 

establishing secured communication between a server device and a client device, 
said secured communication using server security sequence values synchronized with 
client security sequence values (col. 3 lines 32-37 and lines 55-59, and col. 7 lines 13-21; 
data host/first data processing system (12) and remote system/second data processing 
system (16) are synchronized using sequence numbers); 

storing at least one client security sequence value in nonvolatile memory as a 
saved client security sequence value (col. 4 lines 24-41; periodically storing/refreshing 
sequence numbers for recovery of system failure and/or for resynchronization request); 
and 
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resynchronizing server and client security sequence values after a 
desynchronization event, resynchronizing including sending said saved client security 
sequence value from said nonvolatile memory to said server device (col. 2 lines 33-37, 
col. 5 lines 1-5, and claim 1 lines 26-29; data host (12) sending status request message 
packet/resynchronization request that includes sequence number stored on external 
device of the data host (12)), and returning server security sequence value (col. 2 lines 
39-46 and claim 1 lines 30-34; response including the remote system/server 
resynchronization value is sent to data host to reestablish communication)'^ 

Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the resynchronization 
request, that includes remote system's resynchronization value. Gambino does not 
explicitly teach returning said saved client security sequence value from said server 
device to said client device in a data packet (the replay message including 
resynchronization value sent from data host). 

However Johnson discloses returning said saved client security sequence value 
from said server device to said client device in a data packet (Johnson col. 2 lines 18-60; 
establishing communication and exchanging multicast message between sender node and 
receiver node. The multicast message is structured to include a sequence number. When 
a node fails or sequence number is out of order a resynchronization request is sent from 
receiver node to sender node and the sender node acknowledges by sending its new 
marker/server resynchronization value and the sequence number of the last multicast 
message unacknowledged by the receiving node/negative acknowledgment multicast 
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messages, messages receiver node has not received, sent from receiver 
node/resynchronization value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
resynchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 33, Gambino teaches a machine-readable medium having stored 
thereon data representing sequences of instructions that, when executed by a processor, 
cause the processor to perform operations comprising: 

establishing secured communication between a client device and server 
device (col. 3 lines 32-37); wherein communication is secured using, at least in part a 
plurality of synchronized security sequence values (col. 3 lines 32-37 and lines 55-59, 
and col. 7 lines 13-21; data host/first data processing system (12) and remote 
system/second data processing system (16) are synchronized using sequence numbers); 

receiving a request for resynchronization from the client device, the 
request including a resynchronization value, the resynchronization value 
being a stored synchronized security sequence of the plurality of security 
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sequence values (col. 2 lines 33-46, col. 5 lines 5-7 and col. 4 lines 24-41; remote device 
(16) receives the resynchronization request from data host (12), wherein the request 
message includes sequence number/resynchronization value that is stored on external 
memory of data host for resynchronization)] 

acknowledging the client request for resynchronization, acknowledging 
comprising sending a server resynchronization value from the server device to the client 
device (col. 2 lines 39-46 and claim 1 lines 30-34; acknowledgment response including 
the remote system resynchronization value is sent to data host to reestablish 
communication)', and 

reestablishing secured communication using the client resynchronization 
value and the server resynchronization value (claim 1 lines 35-38, and col 6 lines 37-46; 
communication is reestablished using the data host resynchronization value sent from 
data host and resynchronization value received from remote system). 

Gambino discloses all the subject matter as described above. Gambino 
reestablishes the communication by sending a replay message, for the resynchronization 
request, that includes remote system's resynchronization value. Gambino does not 
explicitly teach acknowledging comprising sending resynchronization value from the 
server device to the client device (the replay message including resynchronization value 
sent from data host). 

However Johnson discloses acknowledging comprising sending resynchronization 
value from the server device to the client device (Johnson col. 2 lines 18-60; establishing 
communication and exchanging multicast message between sender node and receiver 
node. The multicast message is structured to include a sequence number. When a node 
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fails or sequence number is out of order a resynchronization request is sent from receiver 
node to sender node and the sender node acknowledges by sending its new marker/server 
resynchronization value and the sequence number of the last multicast message 
unacknowledged by the receiving node/negative acknowledgment multicast messages, 
messages receiver node has not received, sent from receiver node/resynchronization 
value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
resynchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claim 7, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method, wherein sending at least a representation of 
said client and said server resynchronization values includes embedding said client and 
said server resynchronization values in at least one header and/or at least one payload of a 
data packet that conforms to IPsec standards (col. 4 lines 45-50 and col. 3 lines 60-67; a 
header transport/THDR containing sequence number... RTP). 
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As per claims 8 and 21, Gambino and Johnson disclose all the subject matter as described 
above. In addition Gambino discloses the method, further comprising performing said 
method using a state machine in network circuitry (col. 4 lines 24-41). 

As per claim 10, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method, further comprising performing anti-replay 
filtering using said synchronized security sequence values (col. 4 lines 54-58; discarding 
duplicate sequence numbers...). 

As per claim 15, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method, wherein stored security sequence values and 
node security sequence values are embedded in at least one header and/or at least one 
payload of a data packet that conforms to EPsec standards (col. 4 lines 45-50 and col. 3 
lines 60-67; a header transport/THDR containing sequence number ...RTF). 

As per claim 16, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the apparatus, wherein said stored security sequence value 
is periodically refreshed with a value at a selected interval from security sequence values 
already used in a secured communication session (col. 4 lines 24-41). 

As per claim 30, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method, said storing further comprising periodically 
refreshing said saved client security sequence value with a number that is greater in value 
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than client security sequence values that have already been sent to said server device in a 
communication session (col. 4 lines 24-41). 

As per claim 38 Gambino discloses all the subject matter as described above, Gambino 
reestablishes the communication by sending a replay message, for the ^synchronization 
request, that includes remote system's resynchronization value. 
Gambino does not explicitly teach response further includes a second resynchronization 
value (the replay message including resynchronization value sent from data host). 

However Johnson discloses response further includes a second resynchronization 
value (Johnson col. 2 lines 18-60; establishing communication and exchanging multicast 
message between sender node and receiver node. The multicast message is structured to 
include a sequence number. When a node fails or sequence number is out of order a 
resynchronization request is sent from receiver node to sender node and the sender node 
acknowledges by sending its new marker/server resynchronization value and the 
sequence number of the last multicast message unacknowledged by the receiving 
node/negative acknowledgment multicast messages, messages receiver node has not 
received, sent from receiver node/resynchronization value). 

Therefore it would have been obvious to one having ordinary skill in the art at the 
time of the invention was made to employ the teachings of Johnson within the system of 
Gambino because they are analogous in multi-computer synchronization and re- 
synchronization method. One would have been motivated to incorporate 
resynchronization value of the requester along with resynchronization value of the server 
on acknowledgment/replay message for resynchronization request received because it is 
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well known in the art to include the requester resynchronization value. And also it would 
verify that the receiver is the right device that the requester intended to be resynchronized 
with. 

As per claims 1 1, 26, and 34, Gambino and Johnson disclose all the subject matter as 
described above. In addition Gambino discloses the medium, further comprising 
instructions that, when executed by the processor, cause the processor to perform 
operations comprising reestablishing secured communication during a low-power state 
(col. 3 lines 63-65 and claim 7; data host failure is also low-power state. However 
applicant is advised to refer to Latka, patent number 5, 646,996 on col 6 lines 50-53 and 
col 1 lines 10-14 and lines 56-67. Latka discloses detecting loss of synchronization, 
between transmitter and receiver of remote system, due to momentary power failure or a 
low battery condition and reestablishes communication by generating a communication 
sequence. It would have been obvious to one ordinary skill in the art at the time of the 
invention was made to modify low-power stage within the combination system of 
Gambino and Johnson because low-power stage causes data host failure/loss of data). 

As per claims 12 and 27, Gambino and Johnson disclose all the subject matter as 
described above. In addition Gambino discloses the method, further comprising 
reestablishing secured communication while said first device lacks an active operating 
system and/or lacks an active microprocessor (col. 4 lines 34-37). 

As per claim 19, Gambino and Johnson disclose all the subject matter as described above. 
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In addition Gambino discloses the resynchronizer, wherein at least one sender and at least 
one acknowledger are installed on any combination of server and client devices (col. 3 
lines 29-32). 

As per claim 23, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method further comprising storing said first 
resynchronization value in a nonvolatile storage medium (col. 4 lines 24-41). 

As per claim 24, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method further comprising establishing secured 
communication using IPsec security standards (col. 4 lines 42-45). 

As per claim 25, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses method further comprising resynchronizing said secured 
communication using said first resynchronization value to resynchronize secured data 
sent from said security interface and using said second resynchronization value to 
resynchronize secured data sent from said network node (claim 1 ; resynchronizing the 
communication by using data host (12) resynchronization value sent from data host (12) 
and resynchronization value replied from remote system to data host (12)). 

As per claim 35, Gambino and Johnson disclose all the subject matter as described above. 
In addition Gambino discloses the method, further comprising reestablishing secured 
communication while the client device lacks an active operating system, lacks an active 
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microprocessor, or both (claim 12 lines 13 -46; failure of data host/first data processing 
system and ^synchronization of the first and second data processing system . . . ). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Sydon et al. Patent NO.: US 6 3 466,800 Bl for resynchronizing, when 
desynchronization occurs, in using sequence values stored on nonvolatile memory/RAM, 
and 

Jung Pub. No.: US 2001/0052072 Al, for resynchronizing communications that is 
out of synchronization in using sequence number and EP security. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272- 
3867. The examiner can normally be reached on Mon-Fri 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). ^ f\ 
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